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Regency CMaa$

Credential management as a service

G-CIOUd Identity authentication and management is a recognised cornerstone of

ready cybersecurity for most organisations. However, creating appropriate,
adaptable and cost effective solutions and subsequently managing
them in-house can be a significant undertaking.

Regency now offer a proven hosted solution to the challenge of
credential management as a service (CMaaS). The service is delivered
through our partnership with Intercede and their MyID product.

If you are concerned about the burden, inadequate performance and
cost of an existing credential management system that has been
outgrown by expansion, acquisition and regulation, then adopting the
CMaas service allows you to:

e Remove risk through monitored policy automation
e Remove cost through efficiencies of hosting

e Remove complexity by policy management and process standardisation

Assurance through excellence

Regency IT Consulting has gained an enviable reputation within both the public and commercial sectors for the provision of
managed services, information assurance and business change. Regency’s partner Intercede has provided identity and
credential management services to global customers for more than 20 years and their MyID system already manages millions
of identities worldwide. Regency selected the market-leading MyID suite to provide a proven yet flexible foundation for their
CMaaS offering, which is delivered by a dedicated team of network security analysts and specialists providing 24/7/365
incident response.

Key features
Registration: Collect user data by manual or automated means.

Request: Apply for a credential; this can be done manually by an operator or automatically from an on-premise IDMS.
The service provides policy driven control over who can request what and for whom, and logically provisions access.

Issuance: Credentials can be produced as part of the managed service and delivered to the end user as a smart card or
for self-collection, or sent over-the-air to their mobile device via the MyID Identity Agent.

Services: The hosted solution provides support for multiple credential (certificate) types including signing,
authentication and encryption. To ensure certificate validity a CRL service is provided for revocation checking.

Lifecycle management: Credentials, whether on smart cards, mobile devices or machines, need to be managed. Our
CMaaSs offering provides lifecycle management capabilities to ensure that a high level of service is maintained, including
smart card unlock capabilities, lost/stolen/leavers revocation services and credential updates (e.g. issuing replacement or
additional certificates due to policy changes or a device refresh).

In partnership with

intercede



Regency CMaa$ schematic

The CMaas service comprises of a public key infrastructure (PKI) solution, a credential management system (MyID) and
dedicated Regency ITC administrators, helpdesk and operators.
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Quality solutions

Regency operates from a secure operating centre (SOC) facility in Cheltenham. If required, resilient support for the service can
be provided using a second secure facility operated by our parent company, Airbus Defence & Space, in Newport. Both sites
are approved by the UK Government to handle material up to and including UK SECRET. The CMaaS solution is delivered and
monitored by Regency ITC’s highly respected professionally certified security consultants (CESG CLAS, CISSP). In addition to
CLAS, all of our security team have certification from the industry-endorsed CESG Certified Professional (CCP) scheme.

MyID was the first electronic personalisation product to achieve compliance with the US FIPS-201 PIV standard and is widely
deployed by US, European and UK organisations in both the public and private sectors.

About us

We are a dynamic, fast growing company with a proven track record and a clear vision to deliver service excellence across all of
our consulting roles. By putting the client first, we ensure that we meet all of the changes and challenges that their business
might encounter now and in the future.

Founded in 2005, Regency ITC offers security consultancy and managed services to public and private sector clients from secure

premises in Cheltenham. In 2010 Regency was bought by Cassidian (Airbus Defence & Space), expanding our cybersecurity
offering and ensuring we remain positioned to address the continually evolving asymmetric threat posed by the cyber domain.

For more information

Call: +44 (0)1242 225 699
Email: sales@regencyitc.co.uk
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